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Executive Order (EO) on Improving the Nation’s Cybersecurity

The Executive Order (EO) on Improving the Nation’s Cybersecurity was signed in May and is now in the process of being
implemented. The EO is broad ranging in scope, focusing on key areas of vulnerability, including:

Removing barriers to threat information sharing between government and the private sector
Modernizing and implementing stronger cybersecurity standards in the federal government
Improving software supply chain security

Establishing a cybersecurity safety review board

Creating a standard playbook for responding to cyber incidents

Improving detection of cybersecurity incidents on federal government networks

Improving investigative and remediation capabilities

The principal aim of the EO is to enhance the cybersecurity of government departments and supply chains. However, expect this to
have a trickle-down impact on all types of businesses within the private sector, both big and small.

Therefore, small businesses should make themselves aware of the requirements of the EO and determine if they are required to
make any changes to remain in compliance, specifically with regards to their vendor relationships.

Distribution Statement A: Coordinated by DC3 DCISE
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

Executive Order Key Points 
Remove Barriers to Threat Information Sharing Between Government and the Private Sector
The EO ensures that IT Service Providers are able to share information with the government and requires them to share certain breach information.
Modernize and Implement Stronger Cybersecurity Standards in the Federal Government
The EO helps move the Federal Government to secure cloud services and a zero-trust architecture, and mandates deployment of multifactor authentication and encryption within a specific time period.
 Improve Software Supply Chain Security
The EO will improve the security of software by establishing baseline security standards for development of software sold to the government, including requiring developers to maintain greater visibility into their software and making security data publicly available.
It also creates a pilot program to create an “energy star” type of label so the government – and the public at large – can quickly determine whether software was developed securely.
Establish a Cyber Safety Review Board
The EO establishes a Cyber Safety Review Board, co-chaired by government and private sector leads, with the authority to convene following a significant cyber incident to analyze what happened and make concrete recommendations for improving cybersecurity. This board is modeled after the National Transportation Safety Board, which is used after airplane accidents and other incidents.
Create Standardized Playbook for Responding to Cybersecurity Vulnerabilities and Incidents  
The EO creates a standardized playbook and set of definitions for cyber vulnerability incident response by federal departments and agencies. The playbook will ensure all federal agencies meet a certain threshold and are prepared to take uniform steps to identify and mitigate a threat and serve as a template for the private sector to use in coordinating response efforts.
Improve Detection of Cybersecurity Incidents on Federal Government Networks.
The EO improves the ability to detect malicious cyber activity on federal networks by enabling a government-wide endpoint detection and response (EDR) system and improved information sharing within the Federal Government.
 Improve Investigative and Remediation Capabilities
The EO creates cybersecurity event log requirements for federal departments and agencies to improve an organization’s ability to detect intrusions, mitigate those in progress, and determine the extent of an incident after the fact.
https://www.cisa.gov/executive-order-improving-nations-cybersecurity 
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* \Value of Small Businesses

* The threat is real
* Highlights
* Ransomware
* Nation states

* So what? (Impacts)

* How compromises happen
* What does prevention look like? What should you do?
* DCISE’s role

* Resources

One team, one voice delivering global acquisition insight.
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* DIB Small Business Ecosystem

* Oct 21: SECDEF Memo- DoD Small
Business Contracting

* Critically important to DoD mission
success

* Dynamic, innovative, & resilient small
business industrial base

* Jan 22: SECAF Memo

 Critical resource for national defense;
high priority focus

* Accelerated tech, innovation,
adaptability, agility, affordability

One team, one voice delivering global acquisition insight.
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Threats to Small Businesses
* DIB & supply chain networks provide access and insight

What can happen to your networks/data?

* Compromise = escalated permissions = unautho ﬁ
access (PII/PHI/CUI) = IP theft = foothold to

compromise other key players in supply chain =2 e DE
Why are SB targets? @
* Easier; compromise and leverage to exploit larger
companies acil -
* Less mature in CS @ -

* Therefore cheaper for the adversary

Being a target & getting compromised should not
be taboo

* 2 types of companies

* Emphasis is on Cyber Resilience: ability to recover

One team, one voice delivering global acquisition insight.
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Adversaries are trying to employ less malware  and more interactive intrusions in order to elude security suites

example of an upstream attack 

In most cases, small businesses don't possess the tools to detect an attack, let alone track down the perpetrator. When a business owner has money or information (or both) stolen from them, they don't have a way of finding out who was behind the act. This makes them easy yet lucrative targets for cybercriminals.
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2021: 50% more corporate cyber attacks compared to 2020.

https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity
SolarWinds forced the unsettling realization of implications to a foundational system whose updates were compromised.

Accellion was the largest healthcare data breach of 2020, Accellion reached an $8.1 million settlement in its class-action data breach lawsuit with the approximately 9.2 million individuals impacted by the months-long hack of its file transfer application, which resulted in the theft of both consumer and patient data. 

Log4j exploits are pretty big- and still ongoing. Threat actors are continuing to try to leverage this well into CY22.

February CY22: CISA warning on Russian APTs swapping their VPNFilter malware out for the Cyclops Blink Malware framework.
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https://www.cisa.gov/stopransomware
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High level executives are some of the most frequent targets for these, as well as for for-profit cyber activity in general.

RaaS (Ransomware-as-a-Service) is increasingly becoming a thing, making it even easier for for-profit threat actors to get into the field.
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m 2 Jul 21 - Supply chain ransomware attack discovered
- Vulnerability in Virtual System Administrator (VSA) software as a service
- Over 50 managed services providers (MSPs) impacted

- 800 - 1500 downstream businesses impacted

m 13 Jul 21 - Sodinokibi website

went offline Kase(y”a“
m 22 Jul 21 - Kaseya acquired
universal decryption key a

m DCISE pushed this info to
Partners before it made it into
media cycles

REvil

Kaseya VSA
SaaSs Platform

,- ...

Managed Services
Provider (MSP)

Ransomware

MSP Customers

https://www.zdnet.com/article/updated-kaseya-ransomware-attack-fag-what-we-know-

now/

One team, one voice delivering global acquisition insight.
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Kaseya, an IT solutions developer for MSPs and enterprise clients, announced that it had become the victim of a cyberattack on July 2, over the American Independence Day weekend. 

It appears that attackers have carried out a supply chain ransomware attack by leveraging a vulnerability in Kaseya's VSA software against multiple managed service providers (MSP) -- and their customers.

According to Kaseya CEO Fred Voccola, less than 0.1% of the company's customers were embroiled in the breach -- but as their clientele includes MSPs, this means that smaller businesses have also been caught up in the incident. 

Present estimates suggest that 800 to 1500 small to medium-sized companies may have experienced a ransomware compromise through their MSP. The attack is reminiscent of the SolarWinds security fiasco, in which attackers managed to compromise the vendor's software to push a malicious update to thousands of customers. 
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- ' State of Ransomware thycotic, &) Centrify
* CISA MS ISAC GUIde 202] Survey & Report Y
» Maintain offline backups of data Mitigating the Impacts of Ransomware

» Develop incident response plans
* Institute cybersecurity training

« Regularly update anti-virus and anti-
malware software 93

« Employ authentication protocols "t fght ransormware threats

83

of companies that experienced a
ransomware attack paid the ransom

42.

lost customers as a result
of a ransomware attack

64%

of organizations were victims of
ransomware in the last 12 months

« 21 Sep 21 - US Treasury Department’s
Office of Foreign Assets Control issued
updated advisory

o Emphasis on cooperation with law “The FBI does not encourage paying a ransom to criminal

f t ianifi t mitiqati actors. Paying a ransom may embolden adversaries to
entorcement as a signitficant mitigating target additional organizations, encourage other criminal

factor actors to engage in the distribution of ransomware, and/or
fund illicitactivities.”

1 Nov 21 - FBI Private Industry Notification

https://www.cisa.gov/uscert/ncas/current-activity/2021/07/04/cisa-fbi-guidance-msps-
and-their-customers-affected-kaseya-vsa

One team, one voice delivering global acquisition insight.
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Describe WHO is targeting them and why.
Small businesses are a target for Non-APT/profit-based adversaries as well as nation-states.
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CY21 DoJ Indictments

North Korea: Three Military Hackers
Indicted in Sony & WannaCry Incidents
(17 Feb 21)

Latvia: National Charged for Alleged Role
in Transnational Cybercrime Organization
“Trickbot” (4 Jun 21)

Ukraine: Arrested and Charged with
Ransomware Attack on Kaseya (REvil) (8
Nov 21)

Iran: Two Nationals Charged for Cyber-
Enabled Disinformation and Threat
Campaign Designed to Influence the 2020
U.S. Presidential Election (18 Nov 21)
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https://www.justice.gov/news?keys=cyber&items_per_page=25&f%5B0%5D=field_pr_date%3A2021&f%5B1%5D=field_pr_topic%3A3911&page=1

Indictments can mean that adversaries will come back with more complex TTPs after they've been indicted. They're becoming more sophisticated and difficult to detect as a result…and highlights why proactive (not reactive) defense is a must. 


 Why does it matter that the adversary is targeting you?

 What do the adversaries do with the data that they
access on your networks?

* “My company is so small, there is no way that we are a
target.”

* A small business survey from CNBC and Momentive
shows majority (56%) of America’s small business
owners are not worried about being the victim of a
cyberattack

https://www.cnbc.com/2021/08/10/main-street-overconfidence-small-businesses-dont-
worry-about-hacking.html

One team, one voice delivering global acquisition insight.
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Companies are always considering their bottom line in regards to every decision. The cost of recovery can be crippling to daily operations. Potential liability from PII/PHI being taken is a concern too.

Depending on who you are potentially a sub-contractor to, the company may not be a target -- but the data relationship that you have with your Prime may make your company a target, even if the adversary isn't sure there is one.

“My company is so small, there is no way we are a target.” is also called "Security through Obscurity" and has been thoroughly debunked. There are enough open source crawlers out there that will provide data on a vulnerable target of opportunity to threat actors. (SHODAN scans)


* “60% of Small Companies close within 6 months of
being hacked”

* Recovery costs can be anywhere from thousands to
millions, depending upon the scope/scale of incident

* Emphasis on Cyber Resilience, not being impenetrable
* Achievable goals

https://cybersecurityventures.com/60-percent-of-small-companies-close-within-6-
months-of-being-hacked/

One team, one voice delivering global acquisition insight.
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To join, send an email to: DIB-VDP@dc3.mil

One team, one voice delivering global acquisition insight.
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BLUF: Small businesses are the great majority (nearly entire) pilot- and they benefitted from it. As you can see- there were issues to find.

Three major components: 1) A policy which provides clear guidelines for conducting crowdsourced vulnerability discovery activities directed at your Information Systems 2) A secure and protected DC3 channel for white hat security researchers to report issues on your in-scope systems with the promise of safe harbor 3) Our turn-key process for validating, triaging, and remediating vulnerabilities in an appropriate and timely manner.

What the Pilot isn’t: Bug Bounty event, Red team or pentest, Incident Response, Open invitation to hack

“As a small business, it is often hard to allocate enough resources, or build out a proper security team, to face the ever growing cyber threat.  Participation in the DIB-VDP program provided us an ability to supplement our team with security experts, which otherwise would have been too expensive to implement.”

To volunteer for DIB-VDP Pilot complete and return: Send email: DIB-VDP@dc3.mil we will send you the Terms of Service (to sign) and you will fill out your Scope and Asset List�


mailto:DIB-VDP@dc3.mil
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$500 Billion

One team, one voice delivering global acquisition insight.
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F-35 Specifications Shenyang J-31
51.4 ft (15.7 m) Length 56 ft9in
35 ft Wingspan 37 ft9in
14.4 ft Height 15ft9in
69.9K Ibs Max takeoff weight 61.7K Ibs
1200 Mph Max cruise speed 1242 Mph
1726 Miles Range 2485 Miles
19.9K lbs Max payload 17.6K lbs

One team, one voice delivering global acquisition insight.
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TPs for Exfiltrated Data
https://www.wired.com/story/us-china-cybertheft-su-bin/
as well as files related to the F-35, including its flight test protocols, which Su carefully translated into Chinese. The thefts would be critical to helping the Chinese understand—and copy—the world’s most advanced multirole fighter plane, which had cost $11 billion to develop

https://www.govinfo.gov/content/pkg/GPO-USCC-2020/pdf/GPO-USCC-2020-1.pdf
Another fifth-generation fighter is in development, the FC-31 (or J-31), but commentators debate whether the aircraft will be delivered to PLA customers for carrier operations or be mostly for export. Greg Waldron, “AVIC Official Sounds Upbeat Note about FC-31: Report,” Flight Global, July 8, 2019; Global Times, “J-31 May Become China’s Next-Generation Carrier-Borne Fighter Jet,” March 6, 2013.


e Adversaries gain access to systems in many different ways

* Example: through a user visiting a website over the normal course
of browsing. With this technique, the user's web browser is
typically targeted for exploitation, but adversaries may also use
compromised websites for non-exploitation behavior such as
acquiring Application Access Token.

 Example: Adversaries can use compromised email accounts to
further their operations, such as leveraging them to
conduct Phishing for Information or Phishing

e Utilizing an existing persona with a compromised email account may
engender a level of trust in a potential victim if they have a relationship,
or knowledge of, the compromised persona. Compromised email
accounts can also be usecPin the acquisition of infrastructure
(ex: Domains)

* They can purchase domains used during targeting

* Domain names are the human readable names used to represent
one or more |P addresses. They can be purchased or, in some
cases, acquired for free.

One team, one voice delivering global acquisition insight.


https://attack.mitre.org/techniques/T1583/001

1 D o IN/L/A N N

ISE CONTRACT T AGENCY

* Adversaries may encrypt data on target systems or large numbers of systems in a network to
interrupt availability to system and network resources

* They can attempt to render stored data inaccessible by encrypting files or
data on local and remote drives and withholding access to a decryption key

e This may be done in order to extract monetary compensation from a victim in
exchange for decryption or a decryption key (ransomware) or to render data
permanently inaccessible in cases where the key is not saved or transmitted. In the
case of ransomware, it is typical that common user files like Office documents, PDFs,
images, videos, audio, text, and source code files will be encrypted. In some cases,
adversaries may encrypt critical system files, disk partitions, and the MBR.

» Adversaries may hijack domains and/or subdomains that can be used during targeting

* Domain registration hijacking is the act of changing the registration of a
domain name without the permission of the original registrant

* An adversary may gain access to an email account for the person listed as the owner
of the domain. The adversary can then claim that they forgot their password in order
to make changes to the domain registration. Other possibilities include social

engineering a domain registration help desk to gain access to an account or taking
advantage of renewal process gaps.

One team, one voice delivering global acquisition insight.
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I am here to try and dispel the misconception that it is cheaper to deal with the aftermath of an incident rather than pre-emptively spend money to deter the activity. This is a common myth that MANY small businesses believe. And unfortunately, depending on the incident and liability, this myth can be busted when an incident results in putting a company out of business.

Russian APTs are notoriously crafty at remaining undetected, sometimes for years, though this is quickly becoming common across the board (all AORs) thanks to indictments. 
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m On1 Oct 21, 2021 DCISE Identified ATT&CK TTPs*

DCISE began
officially using the
MITRE ATT&CK
Framework to
denote reported
event/incident
TTPs to meet a
growing
awareness and
use throughout
the DIB and US u T1598 - PHISHING

Govt 1 T1583 - ACQUIRE INFRASTRUCTUR
1 T1586 - COMPROMISE ACCOUNTS
9] rg an |Zat| ons 1 T1584 - COMPROMISE INFRASTRUCTURE
B T1190 - EXPLOIT PUBLIC-FACING APPLICATION
& NON-APPLICABLE * Percentages are used due to classification constraints

M T1486 - DATA ENCRYPTED FOR IMPACT
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What is DCISE seeing?
This is based upon DIB reporting to DC3/DCISE and depicts the most commonly reported adversarial/malicious TTPs.
Phishing remains #1 year after year. 
Why? 
Because its easy, and it works.


* Is it about prevention? Or about resilience?

* Good cybersecurity hygiene contributing to resilience
* CIO Top 10 from Town Halls

* DFARS 252.204-7012
* NIST SP 800.171

* CMMC

One team, one voice delivering global acquisition insight.
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800.171, 7012 and CMMC are not all-new- added requirements. Yes, there are some elements of redundancy, but there are many more building blocks throughout to help connect the three. 

On average, a business will need to dedicate 0.2% to 0.9% of its revenue for cybersecurity. Some businesses may need to spend more based on: The number of employees and digital assets.
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Patch &
Update

Secure Information
Backups Sharing

NEtWork:
Segmentation:

Regularly
change Report

passwords Incidents

Multi-Factor Vulnerability,
Authentication Scanning

(MEA)
Endpoint

Principle of; Detection &
least Response

privilege (EDR)
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*Emphasize that these should be OFFLINE backups and that they need active maintenance.
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* Ensuring a company can defend itself against cyberattacks starts by implementing essential
cybersecurity practices

1) Keep up-to-date architecture diagrams with inventories of all hardware and
software to be able to respond to threats quickly.

2) Patch and configure security settings on all devices and software.

3) EmEIoY active defenses for known attack vectors and stay ahead of attackers
with the latest intelligence and response actions.

4) Monitor network and device activity logs and look for anomalous behaviors.

E) Elzngloy multi-factor authentication because username and passwords are easily
acked.

6) Employ email and browser defenses and prevention for two of the most
prevalent attack vectors.

7) Employ malware protection on the networks.
8) Encrypt data at rest and in transit.
9) Train staff to avoid and respond to suspicious events.

10) Have contingency plans and exercise them. Employ backup and recovery,
alternative services, emergency response/notification and other similar processes
to ensure the organization can successfully respond to a cyber event.

https://www.defense.gov/News/News-Stories/Article/Article/2926539/dod-focused-on-protecting-the-defense-industrial-base-from-cyber-threats/

One team, one voice delivering global acquisition insight.
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* DCISE promotes collaborative information sharing and
delivers DIB-focused Cybersecurity services and
resources. DCISE is the DoD conduit for DIB cyber
incidents, leveraging 14+ years of subject matter
expertise to inform the USG of Cyberse

UNCLASSIFIED

and trends impacting the DIB. B enenememecone
PORTED CYBER THREA
* Cyber Threat Round-Up (CTR)

* Slicksheets
* 32 CFR part 236 expansion (Future state) | « -
* DIBNET splash page e

lllllllllllllllllllllllllllll

hhhhh

One team, one voice delivering global acquisition insight.
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Welcome to the DIBNet Portal

DoD's gateway for defense contractor reporting and voluntary participation in DoD's DIB Cybersecurity Program.

Cyber Reports

Report a Cyber Incident

A Medium Assurance Certificate is required to report a Cyber
Incident, applying to the DIB CS Program is not a prerequisite to
report.

DFARS 252.204-7012 Safeguarding Covered Defense Information and
Cyber Incident Reporting

DFARS 252.239-7010 Cloud Computing Services

FAR 52.204-23 Prohibition on Contracting for Hardware, Software,
and Services Developed or Provided by Kaspersky Lab and Other
Covered Entities

FAR 52.204-25 Prohibition on Contracting for Certain

Telecommunications and Video Surveillance Services or Equipment

Need Assistance?
Contact DoD Cyber Crime Center (DC3)
£ DC3.DCISE@us.af.mil
. Hotline: (410) 981-0104
. Toll Free: (877) 838-2174

DoD’s DIB Cybersecurity (CS)
Program

Apply Now!

The DIB CS Program is a voluntary public-private cybersecurity
partnership in which DoD and participants share cyber threat
information, mitigation and remediation strategies, and more.

DIB CS Participant Login || Voluntary Report

Cyber Threat Roundup

The Cyber Threat Roundup is a weekly collection of recent open-
source articles of interest for the Defense Industrial Base. For the
latest edition of the Cyber Threat Roundup, please click here.

For more information about other products, please apply to the DIB
CS Program.

Need Assistance?
Contact the DIB CS Program Office
&2 OSD.DIBCSIA@mail.mil
. Hotline: (703) 604-3167
R, Toll Free: (855) DoD-IACS
E Fax: (571) 372-5434

One team, one voice delivering global acquisition insight.



* What tools/resources exist?

e DHS CISA list of free resources
* https://www.cisa.gov/free-cybersecurity-services-and-tools

* NSA pDNS service

 DC3 EMS/AMR?

 DC3/DCSA DIB VDP Pilot

* DCISE Hotline (add 877 #) /Inbox (DC3/DCISE@us.af.mil)
* Project Spectrum

 FBI NDCA

* FBI Infragard

One team, one voice delivering global acquisition insight.
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* DAF Cyber Blue Team is your friend!!

* Kelley Kiernan is standing by to assist you and hosts sessions every
Tuesday

* If you are interested in a particular topic, ask

T
2\ HELP? J:
—N[

One team, one voice delivering global acquisition insight.




DEFENSE CONTRA

* You are a target! (But that’s okay if you are resilient!)

* You can get ahead of the adversary and take steps to
defend your data

* Ask for help
* Leverage resources- there are many!

One team, one voice delivering global acquisition insight.
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Presentation Notes
The adversary is becoming increasingly harder to find due to strides made by companies in terms of cyber defense. Don't just buy a security appliance and call it a day.

Routinely communicate with your Managed Service Provider. Don't just assume that they're doing everything.
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Hotline: 410-981-0104
Web: www.dc3.mil
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References

DOD Cyber Crime Center www.dc3.mil

To join the VDP Pilot: To join, send an email to: DIB-VDP@dc3.mil

The DoD Defense Industrial Base (DIB) Collaborative Information Sharing Environment (DCISE)
HTTPS://WWW.DC3.MIL/ORGANIZATIONS/DIB-CYBERSECURITY/DIB-CYBERSECURITY-DCISE/

DOD CMMC Website https://dodcio.defense.gov/CMMC/

Very solid guide to getting started from NIST: https://www.nist.gov/publications/getting-started-nist-
cybersecurity-framework-quick-start-guide

Another NIST guide to understanding the WHY of cybersecurity: https://svtc-va.org/wp-
content/uploads/2018/01/JMU_Oct_30_15.pdf

Connect to local support through the SBA at https://www.sbir.gov/local-assistance

CISA Cyber Essentials to get started today: https://www.cisa.gov/publication/cisa-cyber-essentials

Distribution Statement A: Coordinated by DC3 DCISE
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https://www.nist.gov/publications/getting-started-nist-cybersecurity-framework-quick-start-guide
https://svtc-va.org/wp-content/uploads/2018/01/JMU_Oct_30_15.pdf
https://www.sbir.gov/local-assistance
https://www.cisa.gov/publication/cisa-cyber-essentials
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